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Top three
data security
challenges

Data Explosion
in the Cloud

63%

Companies that have
exposed sensitive
data in the cloud1

Enterprises are struggling

to protect structured and
unstructured data multiplying
across public clouds, data
warehouses, and popular
Saas apps

Costly
Breaches

$9.44M

Average cost of a
data breach in the
United States

Attackers continue to steal
data via stolen credentials,
phishing and exploitable
vulnerabilities — but have also
shifted focus to public clouds
and their misconfigurations

Compliance
Complexity

1000s

Of hours spent a year
Dy organizations to
nelp tacilitate audits

A complex web of regulations —
DORA, GDPR, CCPA, SOX, PCI,
HIPAA, etc. — means more than
ticking boxes; it means diving
deep into unauthorized access,
data lineage, and movement



Obstacles taced by data security teams

L 0ss of control
INn shitt to cloud

Loss of data security
visibility across hybrid
cloud environments

Inability to control
and protect data from
a single location

Overwhelming
NOISE

Too many anomalies
to Investigate and
prioritize

Data security solutions
overwhelm the SOC by
continuously sending all
data security events

The compliance
struggle

Teams are unable to
readily access retained
audit data over years

It takes lots of coding or
manual effort to create
reports and workftlows
to support an audit

Shitt to cloud-
native
INnfrastructure

Most organizations
are moving IT
Infrastructure to the cloud

Legacy architectures
are not cloud ready and
can’'t scale dynamically



To reduce risk, a modern data security
and compliance approach 1s needed

Centralize visibility

and control to reduce risk

Apply policies from a single location
and monitor and understand how

users are accessing data Red yce I"|Sk

across hybrid
multi-cloud

Modernize infrastructure to |
environments

reduce costs and overhead
Containerized orchestration supports
elastic scalability, maintenance costs
may be reduced, flexible
deployment options

Use actionable intelligence to

Improve response and lower cost
Advanced analytics surface threats
and anomalies and context-based risk
scoring helps automate investigation
and remediation

Leverage out-of-the-box capabilities

for fast time to value

Compliance tagging, pre-built policies,
easy-to-use workftlows,

and long-term data retention helps
speed compliance and data security



Introduction

HOow
Guardium
Drotects
data across
its litecycle

T

Protect Data,
Simplity Compliance

Discover sensitive data, detect
threats and vulnerabilities, and
simplity audit-readiness.

IBM Guardium IBM Guardium
Data Protection DSPM
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IBM Guardium IBM Guardium
Vuln. Assessment Discover & Classify
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IBM Guardium
DDR
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Discover and
Protect Al

Discover Al use cases,
secure connected data, and
enforce governance.

IBM Guardium IBM Guardium
Al Security DSPM
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-uture-Proot
Encryption

Manage encryption at scale,
reduce cryptography risk, and
prepare tor quantum resilience.

IBM Guardium IBM Guardium
Key Lifecycle Mgr. Quantum Safe

IBM Quantum IBM Quantum
Safe Explorer Safe Remediator




Protect data,
simplify @) e
C O m p L i a n C e on-premises and cloud

Scan data stores for
Q‘D vulnerabilities and
guide remediation

Automate compliance to
reduce manual effort

Monitor how data is
accessed to detect
risky behavior




Protect Data, Simplity Compliance

Guardium
Data Protection

IBM Guardium
Data Protection

Centralize Visibility and Control

Understand how users are
accessing data, plus define and
apply consistent security policies
across hybrid cloud
environments, reducing risk from
Inconsistent governance

Dynamic Data Protection

Protect sensitive data in real time
with dynamic masking, redaction,
quarantining and blocking —
automatically triggered by
suspicious user behavior or
policy violations

The gold standard for
real-time data activity
monitoring and protection

Accelerate Compliance

Streamline audit readiness with
policies, automated workflows,
and tamper-proof audit trails
and reporting — significantly
speeding up response to
regulatory demands

Manage Threats to Data

Use Al and behavioral analysis to
detect, prioritize and respond to
iInsider threats, compromised
accounts, and external actors to
reduce dwell time and exposure of
critical data
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o0 2025.04-16 10.1086.70 rapior gdemo com MySOL 3306
10:05:22
~
&/ 2025-04-16 10.10.9.70 raptor.gdemo.com Postgres 5432 o
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70%

reduction In time spent
on responding to
regulatory audits?t

Active Risk Spotter - Risky Users Scores

D8 User Server IP Total Risk Score Activity Date Threat analytics Score Violati
HIGHRISK 10.109.70 297 202503-20000000 025 0 s
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JOED 10.109.70 3.04 2025-03-30 00:0000 © 0
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Tot S 12 20| S0

Large Utility Company, US

Meeting compliance obligations in the most
efficient and effective way is not only an
objective but a necessity while also
measurably reducing risk and cost. This
client used Guardium Data Protection’s
compliance templates to improve & simplity
their compliance processes, decreasing the
time & resources required to meet
mandated corporate and government
compliance regulations, reducing the initial
generation of an audit request report from
weeks to minutes.




Product Details

Discover and classity regulated data

everage 100+ data discovery
patterns to find regulated data

Hybrid Environment

Identity sensitive data like credit card numbers,
personal financial data, or social security
numbers across on-premises or the cloud

Discover Sensitive Data Worktlow Builder
Specity rules for discovery, define actions to take
on discovered data, specity which data sources
to scan, distribute reports, and run the workflow
on an automated schedule

Database Auto-Discovery

Scans and probes servers for open ports to
prevent unknown or unwanted connections to
your network

Run auto-discovery processes on demand or
schedule the processes on a periodic basis

GDPR (GDPR) (Relational)

Custom classification workflows for audit purposes

Discovery is scheduled and active

Schedule by Day v Select days | Every Day
Repeat

Schedule tasks to run more than once each day.

[] Repeat every 1 ~ hours

|| Within each hour, run every (2) 1~ minutes

* Start schedule at 12.00AM @

Begin schedule | 4/19/2022 @ 8:41 AM Q

Activate schedule Uncheck this option to suspend the schedule.

Auto run dependent jobs Select this option to enable automatically run dependent jobs

Discover Sensitive Data

~_

Define classification rules for relational database discovery

Discovery Scenarios Details for: GDPR

° I — Filter

Copy [2022-08-04-08:51:47] of PCI [template] (PCI
[template]) (Relational)

o Name and description GDPR

Q What to discover

Copy [2022-10-27-14:28:14] of Pl [template] (Pl
[template]) (Relational)

Language All Languages -

Copy [2023-01-31-17:26:31] of PCI [template] (Copy

[2023-01-31-17:20:28] of PCI [template]) (Relational)

Classification Rule Templates Selected Classification Rules

Predefined . Filter © 727 m @ O | N | Fiter

GDPR [template] (GDPR [template])

[] Template Category Template Pattern Scope Order Search Name

Type
G (SRR (Bt G, ) D Personal Identifier Brazil: Cadastro de Pessoas Fisicas ZE
CPF
GDPR for Db2 for z/OS [template] (GDPR for Db2 ( ) 1 Catal Hiliati
for zZ/OS [template]) [] Personal Identifier Brazil: Cadastro Nacional de [] alalog  afliation
Pessoas Juridicas (CNPJ) @

Guardium Demo (PCI [template]) (Relational) |:| 2 Catalog age

[] Personal Identifier Brazil: Registro Geral (RG)
PCI [template] (PCI [template]) P

[ Personal Identifier Spain: Documento Nacional de Spain ] 3 Catalog  criminal
PCI Demo (PCI [template]) (Relational) dentidad

|:| 4 Catalog  conviction
Personal Identifier Spain: Numero de Identidad de Spain
Pll [template] (P1l [template]) D Extranjero
|:| 5 Catalog  arrest

Smart Assistant GDPR scenario (Smart Assistant [] Personal Identifier Spain: Numero de Identificacién Spain
GDPR scenario 2022-10-11 14:44:25) (Relational) Fiscal - -

Smart Assistant PCI scenario (Smart Assistant PCI
scenario 2022-05-04 16:26:08) (Relational) Next

Smart Assistant Pll scenario (Smart Assistant PII

scenario 2022-04-21 15:54:05) (Relational) 6 Datasources

Where to search

Expand

Collapse O

Continu | Scope

e On

v @
- @
v @
- @
v @

=
]
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Expand

Manage Discovery Scenarios to define and map applications to their data sources



Product Details

Centralize compliance monitoring

end-to-end reporting

Centralize Policy Management

Define new or customize audit rules from policy
templates to get a head start.

Add compliance tags to map common
requirements across regulations and avoid
duplication of effort.

Ensure Separation of Duties

Conform to security first principles through
continuous, fine-grained audit trails and ensure
audit data Is stored in tamper-proof
reposlitories.

Enable Compliance Automation
Track progress towards compliance on all
selected regulations from a single interface.

Setup and automate audit process workflow to
share for review and signoft with key
stakeholders.

Create custom auditing policies and automate

Compliance Monitoring

Known databases Configured databases PCI CCPA GDPR Unconfigured databases
Databases Applications Compliance summary Application Summary
General Data Protection Regulation (GDPR) /‘ California Consumer Privacy Act (CCPA) /‘

Set up compliance monitoring

Help meet compliance standards by quickly installing
policies, populating groups, and running reports for
monitoring database activity.

K

Payment Card Industry Data Security Standard (PCI) V4

Scanning for sensitive data

Last scan: 2023-05-01 00:00:51
Matches found: None

Datasource credentials

Monitoring enabled

Traffic last captured: 2023-01-03 00:11:49

Sensitive objects
Applications (Client IP)

Users

View details

Updated: 2022-11-04 12:16:07

Create new or customize audit policies
quickly, and not from scratch

Scanning for sensitive data

Last scan: 2023-04-30 10:30:44
Matches found: 488

Monitoring enabled

Traffic last captured: 2023-01-03 00:11:49
Sensitive objects

Monitoring enabled Applications (Client IP)

Traffic last captured: 2023-01-03 00:11:49
Users

Sensitive objects
Applications (Client IP)

Users

Updated: 2022-10-11 14:44:31 View details Updated: 2022-08-05 12:44:37 View details

Gain visiblility to data protection and
health to ensure adequate coverage



Product Details

Enable dynamic data protection

Into data-level access and activity

Centralize Visibility

Collect monitoring data from hybrid multi-cloud data
environments using flexible monitoring options.

Gain real-time visibility using agents and/or evaluate
tradeoffs to go agentless for taster and lighter
deployment.

Fine-grained Access Control

Enable basic or advanced security policies to gain
deeper insights and strengthen posture.

Detine rule-based policy actions to monitor, log,
report and alert on unauthorized data access. And
consider implementing real-time controls such as
blocking and redaction.

Consistent Policy Enforcement
Ensure policies and rule actions are applied unitormly
across hybrid data environment.

Protect sensitive data with real-time visibility

Enterprise Data

L

—

Data Consumers

HR Manager
Authorize to access
employee names and SSN

ID Name SSN

1 David 123-99-1234
2  Robert 668-12-9534

Data Scientist
ID Name SSN

| Authorize to access
1 BEVile XXXXXX XXX

2 Robert XXXXXXXXX names only
ID Name SSN 3rd Party
1 David XXXXX2195 Authorize to access last 4
2 Robert XXXXX9003 of SSN Only

Ensure right users have access to right-
level of data at a granular level.

And for the right purpose, with
Watson Knowledge integration.



Product Details

Detect and respon

Leverage advanced data sec
prioritize and investigate wit

d to threats

Urity analytics to help

N context

Active Threat Analytics

Three different analytical perspectives of hourly monitoring batch data

UL

Outlier Mining

Looks tor statical outliers
behaving outside of the norm

Threat Diagnostics

Looks tor breaches with
symptoms ot known attacks

&

Threat Finder

Looks for specitic policy
violations and creates a case

Risky Users Spotter

o Risk Spotter is running
Guardium can automatically «

3 0

Create audit process

Create correlation alert

jocide which users to track, and maintain tracking the most risky useors, Export Rsky uses to PDF
while taking Into account system resources and DB loads
Policy is not istalled Export all Rsky users toCSV

nfigur : "
Configure v Investigate rs k users

Overall users risk over time View Repart >
ver - D T Risky users Actiwty R 2.8
A View Risky Users Group
—— Q yuse Q
G e Risky use Report
Average nsk Highest risk users Scanning users
78 7 240 £
User risk details
Risky & D8 User: Amela Edwards
Database: Hadoop_AS1
Server: 230.434.23.11 O, Today v
’ FUsh fac tor Fush £5ct0r vahue weight
Risk® & olf Risk n ey ’ Outliors First tracked
8.6/10
. 20171213 Actions
(] | 2018-01-02  Actions
(&) 2017-02-19 Actions
@ 2018-01-02 Actions
@ . 2018-10-23 Actions
RIsk Spott

First of its kind technology

Uses smart algorithm to automatically
assess risk factors, user risk analysis,
and dynamic sampling



Product Details

Fvaluate data security
r1sk In real-time

Find untrusted connections with
real-time detection

Intelligent Detection

Gain real-time visibility into database connections
and detect security incidents and vulnerabilities to
identity threats such as account takeover.

Actionable Intelligence

Score connections based on trust and dynamically
classity them using probability engine-based
machine learning model. And continuously inter
risk based on connection trust scores.

Automate Response

Ensure alignment with compliance-related
requirements to automate policy actions based on
evaluated connections.

Trumbed Comnacismg

k

Connections seen or evaluated

Trust scores assigned
100
a0

60

40

. Evaluated

Parcent of connachions

20

00-10 >10-20

Ewalianbsd cownrnclinrs

Unirusted connections

>20-30 >30-40

Sarvics mama

.i. Faspy
Trust Timestamp Chignt IP Source program DB rame DB wuser Sarver IP
. 20 080T B 55 248 152 POSTORESOL CLIEMNT GLIARDRRE Cha QLU Of (Buped ydad) B.55.324 173
03:00:08.0 PR O AN
_ P
Session T8858T0000001247T03
Connection  9,55.246.152 | POSTGRESQL CLIENT PROGRAM /| GUARDIUM_QA | guardium_ga (super user) / 9.55.224.173 /
Timastamp  2021-05-0T7 03:00:05.0
Trust score contributors
Machine learning score (-1)
5/100 Security incident score (5)
Incadant
. Passeord sent usng vuinerable encryption method
Details
Saasann 8. 55 346 157 4886800 C- 0000 B0 24 1T 043, Nol BBCrD COnmection msds Dy ulor
GUARDIUM_QA (SUPER USER), program POSTGRESCOL CLIENT PROGRAM from client 9.55 248,152

Leverage real-time insights into detecting denial-of-service attacks,

credential stuffing attacks, password-spraying attacks, and connection

authentication vulnerabilities.

>40-50 >50-60

Haamin
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et

#Panewird senl usnp
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Industry Recognition

Guardium i1s the market

leading data security plattorm

MARKET
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IBM Guardium iIs a data security platform that
provides a full range of data discovery,
classification, entitlement reporting, near real-time
activity monitoring, and data security analytics
across different environments, which has led us to
recognize IBM as the Product Leader.

KuppingerCole Data Security Platforms - Leadership Compass
Alexel Balaganski April 11, 2023

And trusted and valued by users

RO TR py
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Feature Set for Price Relationship
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* A Sk x 7 Nk *
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TrustRadius Ratings 2023



Client Success

Solving data security challenges
with unitied platrorm

Visibility All-inclusive

Prior to using Guardium, there was a
ot of mystery around what was
happening with our data. We've
gained a view into where our data’s
going and what it's being used for.”

Scalability

“Our old solution did not scale as well.

Now we add more databases, and
the same size team can absorb that
into their daily workload, without
having to hire new people.”

“We can take advantage of that

built-in functionality to give us a
faster start, without having to build
up things from scratch.”

Peace of Mind

“Because we are using Guardium and

it’s monitoring 24x7, I sleep a lot
better at night—and so does my
management team.”

Protecting client data with proactive
security

Westtield Insurance uses IBM Security
Guardium to support their customers and
enable their business to grow.


https://mediacenter.ibm.com/id/1_y5e2qz7d

Next Steps

Accelerate
your
compliance
and data
security
program

01

See IBM Security
Guardium Data
Protection in action

Engage in an interactive demo of
IBM Security Guardium Data
Protection to understand how it
can improve your organization’s
data security posture.

02

=X
Rea

Advanced Analytics

-time anc

§ &

See how IBM Security Guardium
Data Protection uses Al and ML
algorithms to evaluate trusted
connections and infer risk.

Ibm.biz/BdPu9T

ore Guardium

>

03

Learn more about data
Security services

IBM Consulting offers both
advisory and managed security
services to Improve your
program’s maturity or manage
data security products for you

Ibm.biz/DataSecServices



https://ibm.biz/BdfGbs
https://ibm.biz/BdPu9T
http://ibm.biz/DataSecServices
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