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IBM Guardium reseni

Vyuzijte silu Big Data pro
lepSi analyzu

Objevte citliva data v
databazich pomoci Cloudu

Guardium
Big Data
Intelligence
(GBDI)

Guardium Data Risk
Analyzer Manager
(GA) (DRM)

Guardium Podnikova rizika pod
o ?at?_ ucelenym piehledem
rofection pro management tymy
(GDP)
Key

_ Lifecycle
Pseudoanonymlzace Manager
pomoci tokenizace (SKLM)

Data
Encryption
(GDE)

Sprava vSech
Sifrovacich kli¢u na
jednom misté
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GUARDIUM DATA PROTECTION
(GDP)



Pristup Guardia k ochrané kritickych dat

Monitoring dat a soubort

Dynamlcke blokovani a
maskovani dat.

] IBM
Nalezeni a kIaS|f|kace Guardium
zranltelnostl v DB Data

0000000000000 ] Protection

Nalezeni a kIaS|f|kace
C|tI|vych dat

I —
Automatizace tvorby @
zaznamu pro audit

. systemy -]

] L
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Guardium Data Protection (GDP)

= “Content aware” monitoring

= Databazové agnosticke reSeni

= Behavioralni analyza

= Korelace historickych dat

= Moznost blokovat nezadouci akce pfed samotnym provedenim

= Monitoring i lokalné pripojenych privilegovanych uzivatelt

= Nizké vykonové naroky, maximalni zatizeni DB serveru do 5%
= Snadna implementace bez nutnosti zmén architektury sité

i = admin,admin-console-only,audit.cas, DataPrivacy,fam,GDP-. Machine T
IBM Guardium 16:59 ‘2 (® userinterface User Interface Search e masditess v Standalone

Source Program DB User Name S Sql é

Timestamp Server Type Server IP Client IP Network Protocol

2018-04-26 15:05:11 DB2 192.168.3.11 192.168.3.11 SHARED MEMORY DB2ACD 0 DB2INST1 CALL
DB2_DBMGR_GET

3 & N =

5 IBM Security



Moduly

= Modul ochrany databazi — Guardium DAM
- Monitoring, detekce hrozeb a reakce na né
- Informace typu: ,kdo, co, kde, kdy a jak*
- Automaticka detekce a klasifikace dat v databazich

= Modul ochrany souborti — Guardium FAM

Monitoring, detekce hrozeb a reakce na né

Automaticka detekce a klasifikace dat

Podpora PDF, text, MS Office, CSV, logy, zdrojové kody, konfiguraCni soubory, atd.
Klasifikace dle GDPR, SOX, PCI-DSS, HIPAA

= Modul vyhledavani zranitelnosti - Guardium VA

Identifikace hrozeb a bezpeclnostnich mezer v databazich, datovych skladech a big data prostfedich
Informace o nejnoveéjsich hrozbach z IBM X-Force.

Podpora kompletniho postupu pro shodu (hodnoceni, eskalace, podpisy)

SOX, PCI DSS, HIPAA

Reporty poskytuji i doporuceni na omezeni nalezenych zranitelnosti
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Situace A

select * from joe.ssn;

>

<

Joe D

S-TAP

‘IIII

N——
——

Databéaze

v

[root@osprey ~]# sqlplus joed/guardiu

SQL*Plus: Release 11.2.0.2.0 Production on Wed May 2 19:37:12 2018

Copyright (c) 1982, 2011, Oracle. All rights

Connected to:
Oracle Database 11g Express Edition Release 11.2.0.

SQL> select * from joe.ssn;

LASTNAME FIRSTNAME

Johnson
Anthony
Thomas
Smith
Jones
Craven
Shapiro
King
Lynch
Williams
Davis

WooNOU A WN

reserved.

- 64bit Production

SSN_NUMBER

*ERXRF_D33)
*1}'*‘**#‘_678@
*EXRHE_G781
*4***‘_6782
*ERXKE_GT83
t*x**.ﬁ_6784
xkkkXK_GT85
*xxxx%_6786
kkxkx*k_GTRT
xxkXK*_GT788
*****‘4‘_6789
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Situace B

System

[root@osprey ~]# sqlplus system/guardium

SQL*Plus: Release 11.2.0.2.0 Production on Wed M3

i
@

A Copyright (c) 1982, 2011, Oracle. All rights reg

:: Guardium Connected to:
select*fromv$instance'% Oracle Database 11g Express Edition Release 11.2.
select * from joe.ssn; - :_"_> SQL> select * from joe.ssn;

" . select * from joe.ssn

n" n L

-t . FRROR at line 1-

V' . ORA-03113: end-of-file on communication channel

. Process ID: 12830

Session ID: 135 Serial number: 27

S-TAP ===~

o
N——

Databaze
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Architektura

Unifikovaneé grafické g

prostredi Centralni

management

I BM Guardium S-TAPO agenti

IBM Security

S-TAP agent
- sledovani aktivit a zasilani dat
do kolektoru

Kolektor
- sbér aktivit a analyza v realném
case

Agregator
- souhrn informaci z kolektort
nebo jinych agregatord

Centralni management
- nadfizeny agregator slouzici
jako centralni misto
administrace



Architektura

HQ

Guardium centralni
management

Kolektor

z/OS
Mainframe

Kolektory Kolektory Kolektory

[\

=0 o
Agregator e

[\

[=o] o
Agregator e

[\

(11— | =0
Agregator ::::::2

Leens e,
P AR Y e,
-t ..‘ . .
-"“ 0 . Tre,
. * Od A Tres
FAM FAM | S-TAP ” S-TAP |

File servery Databaze

.
et e, et e,
. . - . “‘l “y .
“‘,“‘ ® . -.... . ““_" K v, -.,.. .
. .

FAM FAM | S-TAP | | S-TAP | FAM FAM S-TAP S-TAP
.
L]

File servery Databaze

File servery Databaze
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Evropské datacentrum

Americké datacentrum

Asijské datacentrum




Podporované platformy

| Aplikace | Databaze | Data Warehouses Big Data

11

? CICS ?-_:_-?—__f IMS, DB2, Informix, —_ Netezza . hadﬂﬂp NOSQL
= WebSphere S ==E=TZ  PureFlex é PureData for Analytics S—
P DB2 BLU IEx Py 4
Siebel InfoSphere "»;“w’;\\‘(
ORACLE" Peoplesoft é:f ORACLE’ ORACLE Biginsights cassandra
E- MariaDB "~ EXADATA
ussiness
o ot 4 . ClOUdera' . mongo
W < SQLServer SYBASE TERAD ATA
l L g
. . P T
Webové aplikace MySOL PosrgreSOL DATABASE Hortonworks | B sl

DB nastroje

Enterprise Content Managers

- . T=ES z _____ VsAMm,
MIICroso = == - T ===
mazon t == ZO0s
Wl Azure gebsgrvges Optim Archive | | Data Stage == == Datasets FP
B> SharePoint
SOFTLAY=R’ T==2= Master Data Linux, Unix, wiiE
an IBM Company ====%= Management Windows .-

Vice informaci: Platforms supported for IBM Guardium v10.6
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https://www-01.ibm.com/support/docview.wss?uid=ibm10719695

Guardium & Qradar SIEM

ZlepsSeni vykonu analyz

Reakce na zmény v siti

Data

Fileshare Big Data Warehouse

Operace v redlném Case
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Guardium

USetfeni sitového provozu a EPS

Bezpecnostni udalosti

B :
B . :
(CEENS)
.......... = [ (“I’)) @ —
= X =
Databaze Aplikace Sitove prvky Bezgss:;;stm Servery Mainframe
\\\
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" ZlepSeni vykonu bez nativniho logovani

SQL provoz:

—| Analyza a reakce v realném Case
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Grafické prostredi

admin
admin admin

< e
S Services Status RyCh Ie Tvorba VI aStn |’Ch

4
Welcome Vy d s g
D Indicators may reflect the status of several services. Click an indicator fo hle avanl na Ste nek
f c Filter { /' l-
o Alerter Data Archive
— Add a Report
@ Manage Id Re
Analyze System Database Data Export
OO Discover Anomaly Detection o Data Level Security Filter | ‘ [] My Favorites  [] Chart Only
Access Direct from Extranet/DMZ
@ Harden Detalls for: GOPR Access policy violations
Access to Sensitive Objects
Name and description 0 GDPR
O‘ Investigate 7 Accounts Created and Deleted within a Short Period
Active S-TAPs Changed
What to discover o 33 Rules
Protect { Active Users Last Login
= i Active Users with no Activity
Where to search Add datasources to search during the classification pr
Acti
Comply ctivity By Client IP
Activity Summary By Client IP
Admin Users Login
Reports
Admin Users Login Graphical
My Admin Users Sessions
Administration Objects Usage
Administrative Commands Usage

Aggregation Errors

Aggregation/Archive Log

Prehledna
navigace




Forenzni prostredi

Where

Gual_'dium 1
Appliance:

Server: 1
Database: 2
DB Type: 1
Source Program: 2
Who

DB User: >10
OS User: 1
Client Host name: 1
Client IP: 1
What

Object: ?
Verb: 10
Exception

Error:

Violation:

Severity:

Prehledna
filtrace

v VvV VvV Vv

v WV vV VvV

IBM Security

Activities count per Object and DB User @ F F X Activities count per Object and Client IP A F FX Activities count per Object and Verb A F ;X
ColorsDB User ColorsClient IP ColorsVerb
35 35 35
30 30 oY L
25 25 ; —— ——— 25 | A8 A8 A9 AR AW AR )
o e b - - @
% 20 = 204 = 20
2 151 E 15 S 15
10+ 104 10
5 {olo201010) 5 5]
L L L L L e e e N R L e e s A A B e B
2egegeegeeegeeeeeeaee 2 2 2 2 2 8 2 2 ¢ 2 2 2 2 2 2 2 2 2 2
Object Object Object
S [ High Outlier Medium Outlier x
. - Detekce vyjimek
Interaktivni it
soao | L z chovani
z grafické prehledy - .
§  meo uzivatelu
£
9 -
2 10,000
&
0]
H W
22:00 23:00 i«prllﬁ 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00
Detailni
Activity OQutliers Errors Violations Informace O
Summary Details aktIVIte
Export v
|:| Server Database DB Type Source Program DB User 0S User Client Host name = Client IP Object Verb = Date Time Total
D 192.168.3.11 XE ORACLE JDBC THIN CLIEM ORC_ALW_3 ROOT OSPREY 192.168.3.11 orc_tbl1Cjg ins 2018-04-16  22:01:12 1
[] 192.168.3.11 XE ORACLE JDBC THIN CLIEM ORC_ALW_3 ROOT OSPREY 192.168.3.11 orc_tbl2xyC in: 2018-04-16  22:01:12 1
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Vyhledavani zranitelnosti

Tests passing: 61 °/o i i = Assessment Result History
CIS Tests passing: 24/40 Celkové skoére A
STIG Tests passing: 31/54 80%

CVE Tests passing: 0/0 ' Historie testovani

Based on the tests performed under this assessment, data access of the defined
database environments is nearing best practices. Refer to the recommendations of the

individual tests to leam how you can achieve best-practice status. You should also 20%
consider scheduling this assessment as an audit task to continuously assess these
environments and track improvement. %
o o N\ o o o
° o ) \ 0 0
View kog Souhrn testd ] a° 6" P T g 6°
Jump to Datasource kst i¢
Result Summary Showing 132 of 132 results
Current filtering applied:
Critical  Major Minor  Caution Info Test Severities: - Show All - 4
o Datasource Severities: - Show Al - JeandUCha
Priviiege 1p 2f Te 21p12f 7@ —~ f - 1p U — - — - Sooree. Shomy Al s ﬁltrace

Authentication 2p 21 - 3p =~ = = = = = = = - -~ Types: - Show Al -

Configuration - — Te 22p1ifd4Se — — -~ - 1f fe — — —
VOO — =i | = ol Bl head K 0 K Filter / Sort
Other — =~ = 1p = = = = = = = = —=-- Reset Filtering Controls
Doporuceni k

Assessment Test Results K Compare with other results Showing 132 o| Od Stra nén |’

Test / Datasource Result zranitelnosti
Fixed Server Role Members Fall Fixed Server roles have unauthonzed users assigned

Test category: Priv. Severity: Critical as members.

'ho fixod server roles, Fioed sorver roles provide a moechanism 10 grant groups of
groupings are defined by the Instaliation or upgeade of the SQL Server software at
¥ps in these roles granted to grantees should be sinctly controlied and monitored

T SERVICEW%", "NT AUTHORITY\SYSTEM" and "SA" that came with the instaliation aro

Recommendation: Piease review the kst of members iNat are assignod
to the fixed server roles. We recommend you to revoke fixed server role
assrgrmen's from unaurhmmd users. Grant fuzed sorvet m‘es onfy ‘o

i hnmatmm ot e b

Popis nalezené
zranitelnosti
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Zkusenosti

Velka banka

= Monitoring lokalnich pfistupU

= Omezeni exportu velkého mnozstvi dat
= Chranéna datai v testovacim prostredi
= Re$eni neomezujici vykon DB servert

Statni instituce

= Monitoring az 20 miliond dotazt za minutu
= Podpora clusterovanych DB servert

= Moznosti vlastnich report

= Neomezujici bézné uzivatele

Meésto

= Jednoducha implementace

= Monitoring souborovych server(
= Klasifikace citlivych dat

= Siroka podpora DB serverd

QIWI plc (Rusko)

= Snizeni nakladl na bezpecnost
= Snizeni rizika uniku dat
= Dodrzovani potfebnych norem a narizeni

Burza (Irak)

= 80% redukce Casu pfi identifikovani incidentu
= Posileni ochrany dat
= Ziskani divéry investort a navyseni tak zisku

MyEyeDr. (USA)
= VeétSi viditelnost do jednotlivych hrozeb

= Rychla reakce na problémoveé operace
= RychlejSi reportovani dle HIPAA a PCI norem

16  IBM Security
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DATA ENCRYPTION (GDE)



Data Encryption (GDE)

Originalni hodnota: 4536 6382 9896 5200
. Redakce N
Tokenizace § Nahrazeni ¢asti hodnoty
* pseudo-anonymizace znakem
* virtualni tokenizac¢ni server
Sifrovani Teradata
N ochra na dat Vv Te rrad ata 4212 5454 6565 7780 \_ 4536 6382 *x** *x**
prostiedi Tokenizace ) | Sifrovani g
§ Nahrazeni jinym znakem, § Pozménénidat tak, Ze je I1ze
& Z T ale uchovani zpétné rozsifrovat pouze pomoci
Slfrovaql On-Prem _ informace o zdroji znalosti Sifrovaciho klide
* na Windows, Linux a Unix
operacnich systémech - o—
\_ 1234 5678 9101 1213 \ 1@#43%%!xy1K2L4P
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IBM SECURITY

GUARDIUM BIG DATA
INTELLIGENCE (GBDI)



GUARDIUM BIG DATA INTELLIGENCE (GBDI)

A s O L E K TO BT Vylep$ete nasazeni Guardium pomoci Big Data ulozisté, které

poskytuje pokroCilé analyzy pro SirSi nahled na bezpecnost dat,
zvysSenou efektivitu reportingu a ziskani vétsi hodnoty z feseni

Guardium.

Guardium

Obohaceni dat z jinych zdroju nez je Guardium, napfiklad

Big Data Qradar, PIM, Splunk, AD, CyberARK, PeopleSoft, atd.

Intelligence

M 0O % @ 2w A SONARE l e ———
T REPORTING — DASHBOARDING - ANALYTICS
PO -, o [o— e ol 9 e o e e _ Outles
> N0 B @ & i B it S i T—
© T el
S o ? 4 P il /i" -~ g
| &= = ‘ _
i A /'/ _— - — i 1A &
| ] SS9 ey et o . ¥ 44
| A LR L LA
{ICiCi: lr_L.'/"\‘-W“*'“ ol L' S A e T (et I i
‘,--_ o~ ?-i-'i ‘ --f‘ff-) B s 8 a8 ;“\:&
- - sz -~ . i = . i B
et o e | > e A/ T » T gi %.'Qn
— | e v"““ ol /‘"‘ »
pEE—— T
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GUARDIUM ANALYZER (GA)



GUARDIUM ANALYZER (GA)

= Objevte GDPR relevantni data v on-premise a cloudovych databazich

= Odhalte rizika pomoci vyhledani zranitelnosti a klasifikaci GDPR citlivych dat

= Nasledné konejte efektivné na zakladé znalosti rizikovych databazi a rad k odstranéni zranitelnosti
= To v8e v pfehledném a intuitivnim prostredi

= SaasS resSeni — neni nutno nic instalovat

= Licencovano na zakladé meésicnich predplatnych

GDPR Insights &g
Databases at Risk Data Patterns Found Tests Failed Databases Scanned
N 4% from 511 A 7% from 23 N 3% from 721 N 2 irom 523
27 697 516 .
/982
TEPPTRTTITIRYYYY

weekly progress

Priority 1 Priority 2 Priority 3 Sensitive Gritical High Medium A 5 databases could not be scanned
32 241 217 1 32 154 25

Database Locations Test Types Trending Threats Powered by X-Force
CVEs
— 175

50 Microsoft SQL Server sqidmo.dil ActiveX
Authentication buffer overflow
Authenticatio
— 5
* ° 35
[ ] * Priviisge Consequence: Gain Access Atectso 3 databases
- 20
190

Gonfiguration . Micresoft SOL Server sqldme.dil ActiveX
- " buffer overflow

I%
2
&
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KEY LIFECYCLE MANAGER
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Key Lifecycle Manager (SKLM)

= Centralizované IBM reSeni pro spravu vsech Sifrovacich klicu

I - — [
04 | L | e ) !
- ) - |
Transparentni
Sprava IBM a ne- L sprava
IBM prod ukti Automaticka Sifrovacich
Sprava kli¢a PCI & NIST pomoci KMIP rotace klict klict

Ulozisté DalSi

= 2 6 |0 s

Cloud, Big | Sitova Servery Flash 3ti strany: Sensus Sifrované
Data, Data | ulozi§té | (Lenovo FLE VMware | databaze

Jista ulozisté Bloombase, Smart Metry
uloZiSte | Warehouse | (NetApp) | Systemx) Hitachi, Fujitsu z(s:g?t:; (DB2)

IBM Security
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DATA RISK MANAGER (DRM)



DATA RISK MANAGER (DRM)

“Aha!” moment: KdyZ si vedeni spolec¢nosti uvedomi, zZe jejich podnikani je ohroZzeno

RW EU GDPR Classification

Information Asset Portfolio: Personal Identification

Umisténi

Jednotky s () .DJ:,;;, e s citlivych dat
nejvyssim .
i W and sen | Mol sonolymoz
riskem Ve Pt 5 fomen
. iz msoLsz B 1201 .
- SE— e Aplikace a
Jsou nase : - e e O procesy
nejcenné;jsi ) = e —— Z};;.Jz;v(?gg
data o ¥ 7 itliv.

zabezpeCena?

p— RW Resource @
w28 Problémy s
dodrzovani

shody a dalSi
nutné napravné

[ Viastnici
Sallivyom dat ‘ B e @i, @umn ) g B

& o o R AN
Willi Redd)

) Brandon Belt ams 06:17AM 4 246

< Incident

Poskytuje vedoucim pracovnikim a jejich tymdm centrum pro kontrolu dat, které jim pomaha
odhalit, analyzovat a vizualizovat jejich podnikova rizika, aby mohli podniknout kroky k proaktivni
ochrané jejich podnikani.

27 IBM Security



€ BV security

THANK YOU

FOLLOW US ON:
ibm.com/security
securityintelligence.com
xforce.ibmcloud.com

@ibmsecurity

DCEES

youtube/user/ibmsecuritysolutions

© Copyright IBM Corporation 2018. All rights reserved. The information contained in these materials is provided forinformational purposes only, and is provided AS IS without warranty of any kind,
express or implied. Any statement of direction represents IBM's current intent, is subject to change or withdrawal, and represent only goals and objectives. IBM, the IBM logo, and other IBM products
and services are trademarks of the International Business Machines Corporation, in the United States, other countries or both Other company, product, or service names may be trademarks or service
marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your
enterprise. Improper access can result ininformation being altered, destroyed, misappropriated or misused or can result in damage to ormisuse of your systems, including for use in attacks on others.
No IT system or product should be considered completely secure and no single product, service or security measure can be competely effective in preventing improper use oraccess. IBM systems,
products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products
orservices to be most effective. IBM does not warrant that any systems, products or services are immune from, or will make your entemprise immune from, the malicious or ilegal conduct of any party.
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